IIpakTHyeckoe 3a1aHue VISl PETHOHAJBHOI0 3TANA BCEPOCCUHIICKON 0JIMMIINAAbI
IIKOJbHUKOB 10 TeXHOJoruu 2023 — 2024 yuyeOHbIH 1oj
Ipopuns «MupopmanuoHHasi 0€30I1ACHOCTH»
11 knacc

TemaTuku 3a1aHuil

B Type HEOOXOAMMO peruTh Kak MOKHO Oouble 3amaHuii. Habopel 3a1anuii OpreHTUPOBAHBI HA
KOMILJIEKCHYIO ~ OLIEHKY HAaBBIKOB YYaCTHHKOB 3aKJIIOYMUTEIBHOIO Typa U  OXBaTbIBaIOT
MIEPEYUCIICHHbIE HI)KE TEMBI:

1. PeBepc (aHanu3 UCXOAHBIX TEKCTOB KOMITBIOTEPHBIX MPOTPaMM)

2. Web (nouck ys3BUMOCTEl Web-IIpri1oKeHHi)

3. Forensics (rmouck ciiezioB MHIUACHTOB HH(POPMAITMOHHON 0€3011aCHOCTH)

4. Linux\Unix (HaBbIKH aIMHHUACTPHUPOBAHHSI OTIEPALHOHHBIX CHCTEM)

5. Anammu3 Tpaduka

6. Cpenctra 3amutsl nHGopMaruu (C3N).
IIpumeyanus:

Onenka 3aganuii (kpome TtemaTuku C3U) mpou3BOOUTCS aBTOMATUYECKH IO (akTy
pa3MenieHus] yYaCTHUKOM B I0JIE€ JUIS BBOJIA KOPPEKTHOTO (hjara — CTPOKHU ONpeAeSIEHHOrO BUIa
(mrabnoH OyzmeT O3BY4YEH Iepe]] HadajJoM Typa), MOCTYNl K KOTOPOMY SIBJISIETCS WHAMKATOPOM
YCIIEIIHOTO PelIeHUs 3a1aHus.

Ouenka 3aganuii mo tTematnke C3WM mpou3BOAMTCS OpraHM3aTOpaMyd Ha OCHOBAHUHU
MIPEI0OCTABJICHHBIX Y4aCTHUKaMHU (haiiyioB.

MakcumanbHO BO3MOKHOE YHCII0 0aIOB 3a MPAKTHYECKUH Typ — 35 Gaios.

HNudpacTpykrypa yuacTHHKA
1. Ha IIK yyacTHHUKa OJMMIMAIbI JOJDKEH OTCYTCTBOBATH JIOCTYI B ceTh “VHTepHeT”.
2. HaIIK yuacTHMKa ycTaHOBJIeH runepsu3op VirtualBox!.
3. YyacTHUKY mpefocTaBisieTcss 00pa3 BUPTYyaTbHOM MalIWHBI ¢ HEOOXOJUMBIM MPOTPAMMHBIM
obecrnieueHreM i pelieHus 3aJaHuii. BupTyaabHyl0 MallMHy y4acTHUKA TpeOyeTcs 3amyCTUTh 10
Hayasa MpakTHYeCKOro Typa.
4. Ha cepBepe opraHu3aTOpOB 3allyCKaeTcsi BUpTyaibHas mamuHa ¢ [Imatdopmoil ¢ 3amanusMmuy,
KOTOpasl MCIIOJIb3YeTCsl U peIIeHus BceX 3aJaHuil, kpome 3amaHuii mo pabore ¢ C3U.
Pazeepmuieanue Ilnam@opmot 0na Kaxcoozo kaacca RNPOU3BOOUMCA HENOCPEOCHMEEHHO20
opzanuzamopamu ne panee uem 3a 1 0env 00 npoeéedenus npakmuueckozo mypa. BuptyaibHas

MalirHa C HnaT(bopMoﬁ TAaKXC JOJIXKHA OBITh AOCTYyIIHA I10 JIOKaJIbHOM CE€TH C MaIlluH Y4aCTHUKOB.

1 https://www.virtualbox.org/wiki/Downloads



https://www.virtualbox.org/wiki/Downloads

5. Ans 3arpy3kd ydacTHHKaMu (aiyioB (CKPUHIIOTOB, CKPUIITOB, KOH(PHUIYpPallMOHHBIX (aiijioB U
T.I.), TOATBEPKIAIOIIMX BBINONHEHUE 3anaHuii Tematuku C3U, opraHuzaTtopbl MpeaOCTaBAT
MEXaHU3M WHAWBUIYAJILHOW 3arpy3Kk 3THX (ailioB (MHIMBUAYaJbHBIE MANKH C IEPCOHAIBHBIM
JOCTYIIOM JUIsl KQXKJI0TO YYaCTHHUKA).

OO0uue TpedoBaHUA
1. Jlo Hayama NpaKTHYECKOTO Typa HeoOxoaumo obecneuutsh noctyn ¢ IIK ydacTHHKOB K
[Tnardopme ¢ 3amanusmu, pa3BepHyTOi Ha cepBepe. Ha skpanax IIK ydacTHUKa JOKHBI OBITH
BBIBEJICHBI OKHA PETUCTPALIMU Ha IIaThopMe C 3aJaHUSIMU.
2. Tlocne crapTa NPaKkTUYECKOIO Typa, YYAaCTHUK JOJDKEH BBINOJHATH 3a/aHusl TOJHOCTBIO
CaMOCTOSITENIbHO. 3a1aHus pacmoioxkeHsbl Ha [lnatgopme. [IporpamMmHubIi HHCTpYMEHTApHM 71 UX
peleHus JOCTYIeH Ha BUPTyallbHBIX MamuHax Ha [1K ygacTHHKOB.
3. [lo okOHYaHWH pEIICHUS 3aJaHUH YIACTHUK OJMMITHAIBI MOXKET TIOKHHYTh ayAUTOPHIO.
4. Haiinennsle ¢umaru (xkpome 3amanuii C3U) BBogstcs Ha Ilnardopme. KommuecTBo MHOMBITOK

BBOJIa (hj1ara He OTPAHUUYEHO. 3a OIMTMOOYHO BBEICHHBIN (prar OaJlibl HE CHIDKAIOTCS.

Tectoseii CTFd BCOLL

Challenges

DopeH3uka

Pucynok 1 — npumepHslIii Bug skpanHoro unrepdeiica [Inatrdpopmsl ¢ 3agaHussMu

ITopsinoxk npoBeaeHust
JITUTENBHOCTh MPAKTUYECKOTO Typa (BBINOJIHEHHE NMPAKTHYSCKUX 3aJaHuil) A ydacTHHKOB 11
kiacca cocraisier: 180 MunyT (0e3 ydera nepepbiBoB). B ciydae oOHapy>keHHsI HEUCIIPaBHOCTH B
000py/ZI0BaHNY, BO3HUKIIEH HE O BUHE YYaCTHHUKA, M0 PELICHHUIO HaOItoaTessl JaHHbIH yYaCTHUK
MOKeT nepececTb Ha pe3epBHbIi I1K. Bpewms, 3aTpaueHHOe Ha BBISIBICHHE U YCTpaHEHHME TaKoOi

HCUCIIPAaBHOCTHU, KOMIICHCUPYCTCA.



Hlugp yuacmnuka

KapTa OLHCHKH YYACTHHKA PCIrHOHAJIBHOIO 3Tala — 11 kaace

Ne TemaTuka 3a1aHus Kpurtepun onenku Bcero Baxnbl no
3aaHus 0a/10B pakrty

1. Linux\Unix (misc) | ®akt pa3MemieHus y4aCTHHKOM B 1
T0JIe ISl BBOJ]a KOPpEKTHOro (hiara

2. Linux\Unix (adm) [ ®akt pa3memeHus y4aCTHHKOM B 2
TI0JI€ JUTS BBOJIa KOPPEKTHOTo (prara

3. Forensics @dakT pa3MenieHuss yYacTHUKOM B 3
TI0JIe ISl BBOJIa KOPPEKTHOTO (hiara

4. Web @akT pa3MemeHus YYaCTHHKOM B 3
oJie IJIsl BBOJIa KOPPEKTHOTO (hiara

5. Web @dakT pa3MemeHus YYaCTHUKOM B 5
oJie [Tl BBOJIa KOPPEKTHOTO (pyrara

6. Reverse @dakT pa3MemeHus YYaCTHUKOM B 3
ToJie IjIsl BBOJIa KOPPEKTHOro (hiara

7. Reverse @akT pasMelIcHHs YYaCTHUKOM B 5
THoJIe 11l BBOJa KOPPEKTHOTO (hirara

8. Reverse (pwn) @dakT pa3MelIeHUs YYaCTHUKOM B 6
T0JIe ISt BBO/IA KOPPEKTHOTO (hmara

9. C3n Kpurepun OLEHKM TpUBENEHBI B 2
3a7aHUH

10. C3U + Anaim3 Kputepun OIEHKHM TpPUBEACHB B 5

Tpaduka 3aJlaHUU

z 35




3aganus

Linux\Unix (misc) - ¢emkxa Bo3MoKHOCTEI

OOBIKHOBEHHBIN TUHEHKEp JIFOTUK HATKHYJICS Ha 0€300M/IHO BBITIISIBIBAIOLIYIO U3 OJTyBAHYUKOB
¢nemky. "BECIIVIATHO" - moxyman JI'oTHK, HO OKa3aJ10Ch, YTO 3TO HE MPOCTO (UICHIKA, a ICITbIHI
OyIbDKHUK IIU(POBBIX TaifH, OCTABJICHHBIN HA MAMITh HEKUM 3araJJOYHbIM 4apo/IeeM, KOTOPBIi
PELIII 3aMyTHTh TaKyIO 3araJl04YHYI0 UTPY Ha BBIY)KMBAaHHUE KJIFOUa JIOCTYIA, YTO caM Obl B HEl He
CIPaBUWJICS... TYT HE 00OUTHCH O€3 YEKAaHHONH MOHETHI.

[lenb pa®oThl: MOJy4eHHUE JOCTYMA K (pary

Wtor paboThl: NOJYyYUTH JOCTYH A0 (iara

Kpurepuii orieHKH: MpeIoCTaBICHUE TTPaBUILHOTO (hiara

PexomentyemMblie npeiycTaHoBIeHHbIe yTHIUTRL: bash, python

Linux\Unix (adm) - pam postexploiatation

Ha ognom u3 BeO cepBepoB Kpenoctu Craporo Mopsi 3aMeTHIIN TTOI03PUTEITBHYI0 aKTUBHOCTh —
Ternepb TaM OOWTAIOT YYJOBHILA... KTO-TO MOXET BXOAMTH B JIOObIE aKKayHThl - 4YTO K€
nipon3onuio? JIyist pemenus 3aaanus HaiauTe (uiar B CKOMIPOMEHTHPOBAHHON CHCTEME

[{enb paboThl: HcCCIeI0BaHUE AAMIIA CUCTEMBI

Htor paGoTel: HalWTH (uiar B CKOMIIPOMETHPOBAHHOM CHCTEME

Kputepuii olieHKH: IpeJ0CTaBIeHIE KOPPEKTHOTO (hiara

PexomentyeMble mpeaycTaHoBACHHbIC yTrauThl: bash, python

Forensics - ransome lab incident

OuepenHO# 3aKa3... y HAIllEro KIMEHTa — KyMIla JHIIb JTyOIuKaT 3a4apOBaHHOM CHUCTEMBI ... BCE
CBUTKU 3aTeMHeHbl MarndeckuMm mugppoM... [IOMOI'NTE mue pacumudpoBarh TauHCTBEHHBIN
MepraMeHT ¢ pyHaMu Ha Ha paboueM CToJIe.

! !eJ'IL [Za6OTI>IZ HCCICOAOBAaHUEC AaMIla CUCTCMBI

HTor pabGoThl: MOTYYUTH AOCTYH 10 ¢uiara (ONpeaAeauTh JOrHKy Mu(ppoBaIbIIMKa U MU (POBATH

Gaiin)

Kputepuii onieHKU: MPpEeaAOCTaBICHUEC KOPPEKTHOT'O (I)nara.

Pexomentyemble npeiycraHoBiIeHHbIE YTHIUTBL: bash, python



CoxeTnl B Bebe

Bbr oOyuaerecs Aperyse, (hanat TpaHcmopTa u He Mo0uTe HpuiokeHusa? [Ipumymanu KiaccHbIN
KOCTBUIb - JTydlliee U3 000uxX MUpPOB!

[{enb pabOTHI: MCCIIEOBAHKE JIOTUKA paOOTHl Web-TIPHITIOKEHHS U MOJTydeHHE IOCTYIa K (rary

Htor paGoThl: MOTYYUTH AOCTYI 10 duiara

Kpurepuii o1ileHKH: mpeoCTaBICHIUE KOPPEKTHOTO (hara

Pexomen tyeMble npeiycTaHOBICHHbBIC YTHIHTBL: Burp Suite, python

Web - no ommékam Beaenyro

[Tocne Toro, kak I'epansT U3 PuBum ycrenrHo noGeans MOHCTpPa, MOSIBUIOCH HOBOE UCIBITAHUE —
B3JIOMaTh CUCTEMY JPEBHHUX MAroB, IOCTPOCHHYIO Ha CTPYKTYPUPOBAHHOM XPaHWIMILE JAHHBIX,
I/ie IO HEKOTOPBIM MPEIONI0KEHUSIM, XpPAaHUTCS BaskHas U Hpopmanwus o [Ipennaznauenun.

Bama muccus 3akirouaeTcss B TOM, 4TOObI MPO3KCIUTYaTUPOBATh MOTEHIMAIBHBIE YSI3BUMOCTH B
00x0/1e orpaHMYEHUI BBOIA JAHHBIX, KOTOPbIE MOTYT MO3BOJUTH U3MEHATh CTPYKTYPY 3alIPOCOB K
TOMy XpaHunuily. [loMHuTE, 4TO BeAbMaKy MOJIE3HO HE TOJBKO 3HATh, KAK B3aUMOJECHCTBOBATh C
KUBBIMH CYIIECTBAMH, HO M KaK B3JIOMaTh CHCTEMbI 0O€3 HCMOJIb30BaHUS TPAAUIIMOHHON sql-
WHBEKLINM.

[{enb paboTHI: HMCCIIEIOBAHUE JIOTUKU pabOThl Web-TIPHIIOKEHHUS U TIOJTydeHHe J0CTyNa K duiary

Htor paGoThl: MOTyIUTh AOCTYN 10 (prara

Kputepuii o1leHKU: IpeI0CTaBIeHIE KOPPEKTHOTO iara

PexomMenryemble mpeaycTaHOBICHHBIC YTUIUTBL: Burp Suite, python

Reverse - heap

Z[axce ChjlaMU CTYACHTOB aKaJCMHU ApTy38 HE€ OCTAHOBHUTH I3TOT I/IMHOpTO?»aMeH_IaI-OH_IHﬁ BHXPb
Marvuu - 1nepecJa HaMu oqepez[Hoﬁ TECTOBBIN CTCHA, 3aJIUTBINA CUIHHEM APTYMCHTOB. HpOBepI/IM XK€,
HACKOJIBKO 0€30MacHO BCE B 3TOT pas...

Bengsmak FepanLT, €Tro yuCHHUIa ]_II/IpI/I U CIIyTHHUILIA I/ICHHI/I(bep BHUMATCJIbHO U3YYAOT MarudcCKyro
KOHCTPYKIIHUIO. XaoTHUYHO MCpPLHAOIIEe PYHBI HA KaMEHHOM OalrHe Cpeau HE MPCABCIIAIOT HUYCTO

Xopouiero. Ho nammMm TeposaM HE BHCpBOfI CTaJIKUBATbCsA C HCU3BCCTHOCTBIO M OITACHOCTBIO.

[ToaxmroueHue k cepBUCy ocylecTBiseTcs yepes netcat: "ne <IP> <PORT>" IP anpec u nopt
MOSIBJISIFOTCS TIOCIIE TOAHATHE UHCTaHCA 3aJaHusl.

ﬂem; [2a6OTLIZ HCCICIOBAHUEC JIOTUKHU paGOTBI porpaMmal



HTor paboThl: ONIPEaeTUTh YI3BUMOCTb B UCXOTHOM KOJIE, TOIKCIUTYaTHPOBATh ATy YA3BHUMOCTD,
MOJIyYHTh JOCTYI K (uiary

KpuTepuii OIEHKH: TIPEI0CTaBICHUE KOPPEKTHOTO iiara

Pexomenjtyemble npeycranoBieHHbie yruautel: gdb, ghidra, rizin, cutter, python3, pwntools,
strace, Itrace, objdump, readelf

Reverse - crackme

IxonsHuna-eenpMa u3 HoBurpama, Maprapura, obnapyxwia B "Bunorpagaom Coobmectse”
CBUTOK C IPOTrpaMMOM-3aKJIMHAaHWEM Ha 3aXBaT BJIACTHU. BbIBIINI Biajener CBUTKA Hcue3, IO3TOMY
eil mpuzercs pa3o0paThecs B ApEBHEH MporpaMMHON Maruu camocTosaTesibHO. K cuacTelo, mikona B
Jlomuu y)xe 1aBHO 00y4YaeT TAKUM HaBBIKAM.

[{enb paboThL: MccIeA0BaHUE JOTMKU pabOThl MPOTrpaMMBbl
Utor paboThl: onpeAeauTh JOTUKY pabOThl IPOTPaMMBL, MOTYYUTh AOCTYH K Quiary

Kpurepuii oieHKH: mpeocTaBIeHHE KOPPEKTHOTO (hrara

Pexomenyembie npeaycranoBiennsie yruautel: gdb, ghidra, rizin, cutter, python3, pwntools,
strace, Itrace, objdump, readelf

Reverse (pwn) - free me up

Tanueli kon mig aktuBanmu BengpMmaubero 3Haka Mrum - HOJIb HOJIb HOJIb HOJIb HOJIb
HOJIb HOJIb HOJIb. Ilpennoxennsiii koa aeictBoBai ¢ 1060 mo 1127 rox, B snoxy Benukoro
Beapmaka. Onpnako I'epansT um Ilupu pomunuck eme mnozxke, B 1290 romy, m 3TOT KOO, K
COKaJICHHIO, JUIsl HUX He moaxoaut. [lomorute nHammm benomy Bonky m JlacTouke pacKpbITh
CEKPETHYIO TOCJIEIOBATEILHOCTh U aKTMBUPOBATh 3HAK MrHH, 4TOOBI CITACTH MHpP, U3YBCUCHHBIN
BolHOM ¢ Hunbgraapmom.

[Tonknrouenue Kk cepBucy ocyiecTBisiercs yepes netcat: "'nc <I[P> <PORT>" IP aapec u nopt
MOSIBJISIFOTCS TIOCTIE MOAHATHE UHCTaHCA 3a/IaHusl.

! !eJ'IL |28.60TBIZ HCCICOOBAHUC JIOTHKH pa6OTBI IIporpaMmbl

Htor paGoThl: ONpeaenuTh YA3BUMOCTb B HCXOAHOM KO/JIE, TO3KCIUTYyaTUPOBATh 3Ty YA3BUMOCTb,
MOJIyYUThb JTOCTYI K ¢uiary

Kpurepuii o1IeHKH: TpeJocTaBIeHUue KOPPEKTHOTO (para

Pexomenyembie npenycranoBieHnbie yruautel: gdb, ghidra, rizin, cutter, python3, pwntools,
strace, Itrace, objdump, readelf



C3MU - just nginx

I'epanbt n3 Pusun nosyuaet HoBoe 3afanue. CereBoil neMoH NGINX ysa3Bum i Cun 31a, HyKHO
€ro MpOaHAIM3UPOBATH U UCIPABUTH YA3BUMOCTH B KOH(UTe. ITOT 3aKa3 norpedyer oT Benpmaka
3HAaHUH B KOJMHTE. .. IOMOTHUTE [ 'epaibTy BBIOJIHUTE MUCCHIO.

[{enb paboTHI: ONpEETICHUE M UCIIPABIICHUE YA3BUMOCTH B KOH(PUTypauu nginx

Htor paboThi:
3arpy3ure B npefocTaBieHHbIe (GopMbl 2 ¢aiina:

1. TeKCTOBBII (ails c onMcaHueM ySI3BUMOCTHU
2. UCIIpaBJIEHHBIA KOHPUTypaIlMOHHBIN (aiin

Kpurepuu o1ieHKH:

» KoppekTHo onpezeneHa ys13BUMOCTh - 1 Gann

* KoppekTHo ucnpaBieH KOHQUTypallnOHHBIN ¢aiin - 2 6ania

* HE koppekTHO omnpezaeneHa ya3BUMOCTb - MUHYC 1 6art

* OTcyTcTBYET OnucaHue ys3BUMocTH - MuHyc 0.5 6anmina

Anasm3 Tpaduka

Ha Ckesure IpoM3oIIio YTO-TO CTPANIHOE, OJHAKO BCE Y4TO OCTAToCh MeHHH(p3p 1 MBIIOBYpY
IUI TIPOBEIECHUs AKCIepTHU3bl - 3amuch Tpaguka. [lomorure uvapozpelike M Apyuay NpOBECTH
paccienoBaHue 1a0bl IPEJOTBPATUTH NOJOOHBIE MHIMACHTHI B OyaymeM. i 3Toro: onpenenure
IP-anpec arakyromiero, onpenenuTe TUIM aTakd, CO3/aiTe MpaBwmia iptables mis nmpegoTBpamieHus
AHHOMW aTaKH.

Pemenne pazmectuTe B CETEBOM Marke, mpoayonupyiTe Ha paboueM ctoJie Barei BupTyanbHOM
MalIuHbl YYaCTHHKA.

BAKHO: |P-agpec arakyioniero - HWHAMKATOD pELIeHHWs 3aJaHus, pPadOThl YYaCTHHUKOB,
HEKOPPEKTHO \ HE OIPEJIETMBIINX €r0 - HE MOJUICKAT NAIbHEHIIEN poBepKe!

Ienpto paboTHI sBIAETCS IENOYKH IMpaBuil iptables /s OGJIOKMPOBKHM aTakd, MPEICTABICHHOW B
UCCIIEIyeMOH 3armucu Tpaduka.

[Tpu sToM TpeOoBaHMs K mpaBuily iptables:

1. B xauecTBe Ha3BaHUS LIETIOUKH MIPABUII - YKAXKUTE MPEANOIaracMblii BUJ aTaku

2. YKaxuTe npeaelibHOe YUCIIO MAKETOB B €AMHUILY BPpeMEeHH (IakeThl OyIyT MPOXOJIUThH MPaBUIIO
TOJIBKO TIOCTIE TIPEBBIIICHUS OTPAaHUYCHUS) paBHBIM | B CEKyHIy

3. VkaxuTe MakCMMalabHOE 3HaYCHHE CUETYHKA MMaKeTOB, IPU KOTOPOM CpabaThIBaeT OrpaHUYCHHE
paBHbIM |

YcnoBue Ha JONOJHUTENbHbIE OalIbl:
* ganumute shell-ckpunr (.sh) 11t 610kMpoBKY ataku - 2 6aia




Htor paboThi:
1. Cnannblii B TecToBYyIO cuctemy [P -aapec aTakyroiero

2. TekcTOBBIH (aiia ¢ HAMMCAHHOM HEMOYKON MPaBUIT
3. shell-ckpunT noarpyxaromiuii mpaBuiIa

Kpurepuu o1ieHKH:

» KoppekTHo onpezenen [P-anpec atakyromero - 1 6amn

» KoppekrtHo onpenenen By ataku - 1 6amna

» Co3maHo mpaBuJIo iptables /ist OIOKUPOBKM aTaku - 2 6amia

* 3a KaXJI0€ OTCYTCTBYIOIIee TpeOOBaHUE - MUHYC | Oain

* BrimonHeHo fomn. ycnosue (.sh CKkpunT moarpyxkaroniuii npasuia) - 2 6amia



