IIpakTHyeckoe 3a7aHue A/ PerHOHAJIBLHOI0 3TANA BCEPOCCUICKON OJIMMITUA/IbI
IIKOJbHUKOB 10 TeXHO0JI0ruu 2023 — 2024 y4yeOHbIi roa
IIpopuns «MHpopmMannonHas 0€301aCHOCTH
10 knacc

TemaTuku 3a1aHUi

B Type HeoOXoauMo pemuTh Kak MOKHO Oojbliine 3ananuii. Habopsl 3amaHuii OprueHTH pOBaHbI HA
KOMIUJIEKCHYIO ~ OLIEHKY HAaBBIKOB YYaCTHMKOB  3aKJIIOYMTEIBHOTO Typa M  OXBaThIBAlOT
[IEPEYUCIICHHbIE HUXKE TEMBI:

1. PeBepc (aHanu3 UCXOTHBIX TEKCTOB KOMITBIOTEPHBIX IPOIPAMM )

2. Web (nouck ys3BUMOCTEH Web -ITpHIT0KEHHH)

3. Forensics (rmouck ciiezioB MHIUACHTOB HH(POPMAITMOHHON O€3011aCHOCTH)

4. Linux\Unix (HaBbIKK aJ]MUHUCTPUPOBAHHUS OMEPAIIMOHHBIX CUCTEM )

5. Anammu3 Tpaduka

6. Cpenctra 3ammtel nHGopMmanwm (C31).
IIpumeyanus:

Onenka 3aganuii (kpome Tematukun C3U) mnpousBoAMTCS aBTOMATHYECKH IO (akKTy
pa3MenieHusl yYacTHUKOM B TOJI€ Ul BBOJIAa KOPPEKTHOTO (hiara — CTPOKH OMNPEIEICHHOTO BUIA
(mrabnon OynmeT O3By4YeH Iepe]] HadajJoM Typa), JOCTYN K KOTOPOMY SBISIETCS WHIUKATOPOM
YCIIEIIHOTO peIIeHUs 3a/1aHu4.

Ouenka 3aganuii mo Tematuke C3U Npou3BOAMTCA OpPraHU3aTopaMM HAa OCHOBAHUU
MIPEI0OCTABJICHHBIX Y4aCTHUKaMHU (haiiyioB.

MakcumanbHO BO3MOKHOE YHCII0 0a/IoB 3a MPAaKTUYECKUM Typ — 35 Gaios.

HNudpacTpykrypa yuacTHHKA
1. Ha IIK yyacTHMKa OJIMMIIAA/IbI TIOJDKEH OTCYTCTBOBATh AOCTYH B ceTh “MHTEepHET”.
2. Ha 1K yuacTHMKa ycTaHOBIIEH runepsu3op VirtualBox!.
3. VYuacTHuKy mpenocTaBisiercs oOpa3 BUPTYalbHON MalIUHBI C HEOOXOAMMBIM IMPOTPAMMHBIM
obecrieueHreM sl pelieHus 3alaHuil. BupTyansHyr0 MaluHy y4acTHUKA TpeOyeTcs 3amyCTUTh J0
Hayaja MpakTHYeCcKoro Typa.
4. Ha cepBepe opraHum3aTtopoB 3alyckaeTrcs BUpTyanbHas MamuHa c¢ Ilmardopmoit ¢ 3amaHusimu,
KOTOpasl HCHOJIb3yeTcs [Uld pelIeHus BceX 3aJaHui, KpoMe 3amaHuii mo pabore ¢ C3MU.
Pazeepmuvieanue Ilnamgpopmvl 0na Kaxcoozo knacca nPOU3600UMcA HENOCPEOCHEEHHO20
opeanuzamopamu He panee uem 3a 1 0env 00 npoeedeHun npakmuyeckozo mypa. BuptyanbHas

MalirHa C HnaT(bopMoﬁ TAKXC OOJIPKHA OBITh AOCTYyIIHA 110 JIOKaJIbHOM CETH ¢ MaIlluH Y4aCTHUKOB.

1 https://www. virtualbox.org/wiki/Downloads



https://www.virtualbox.org/wiki/Downloads

5. Jlns 3arpy3ku ydacTHUKaMH (hailioB (CKpUHIIOTOB, CKPUITOB, KOH(PUI'YpaMOHHBIX (PAalIOB U
T.I.), TOATBEPXKIAIOIIMX BbINONHEHHE 3amaHuii Tematuku C3W, opraHu3aTopbl HpeAoCTaBsT
MEXaHU3M HWHAWBUIAYAJbHOW 3arpy3Kd 3THUX (ailyioB (MHAWBUIAyaJbHBIC MANKU C MEPCOHATBHBIM
JOCTYIIOM JIJISl K&KJIOTO YJacTHHUKA).

OO0uue TpeGoBanust
1. Jo Hayanma mOpakTUYECKOTO Typa HeoOxommMo obecreunts Aoctyn ¢ [IK ydacTHHKOB K
[Tnardopme ¢ 3amanusmu, pasBepHyTod Ha cepBepe. Ha skpanax IIK yuyacTHWKa HOKHBI OBITH
BBIBEJICHBI OKHA PETUCTPALIMU HA IUIaT(GOPME C 3aJaHUSIMU.
2. Ilocne crapra NpakTUYECKOTO Typa, YYaCTHMK JOJDKEH BBINOJHATH 3a/aHusl MOJIHOCTHIO
CaMOCTOSITENIbHO. 3aaHus pacnojiokeHsl Ha [Inargopme. [IporpaMMHbBINT HHCTpYMEHTApUH Ui UX
peleHus I0CTyNeH Ha BUPTyalbHbIX MamuHax Ha [IK ygacTHHUKOB.
3. Ilo okOHUaHHUH pemIeHHs 3aJaHUH YIaCTHUK OJIMMITHAJIBI MOXKET MMOKUHYTh ayJAUTOPHIO.
4. Hatinennsie ¢uiaru (kpome 3agaanii C31) BBogarcs Ha [lnardopme. KomruecTBo momsITok BBOIA

(dnara He orpaHrueHO. 3a OMMMOOYHO BBEACHHBIN (urar O0ayuTbl HE CHUKAIOTCA.

Tectosbiid CTFd BCOLL

Challenges

QopeH3unka

web

Pucynok 1 — npumepHsIii BUa s3xpanHoro unatepgerica [Inardgopmsl ¢ 3ananusmu

ITopsimoxk npoBeaeHust
JUTUTENbHOCTh MPAKTUYECKOTO Typa (BBINOJIHEHHE MPAKTUYECKUX 3alaHuil) A yyacTHUKOB 10
kiacca coctasisieT: 180 munyt (6e3 ydera mepepbiBoB). B ciyuae oOHapyXeHHMs HEHCIPAaBHOCTHU B
00OpyZI0BaHNY, BOSHUKIIEH HE MO BHHE YYaCTHHKA, MO PELICHHIO HAOMIogaTeNsl JaHHBIH y4acTHUK
MoOeT mepececTb Ha pe3epBHbI [IK. Bpewms, 3arpaueHHOe Ha BBISABIEHHE U YCTPaHEHUE TaKOMH

HCUCIIPAaBHOCTHU KOMIICHCHUPYCTCH.



Hlugp yuacmnuka

KapTa OLHCHKH YYACTHUHKA PErMOHAJBHOI'0 3Tala — 10 knacce

Ne TemaTuka 3aganus Kpurtepun onenku Bcero Baxnbl no
3aaHus 0a/10B ¢pakTy

1. Linux\Unix (misc) [ ®akt pa3MmenieHus y4aCTHUKOM B 1
T0JIe ISl BBOJIa KOPPEKTHOro (hiara

2. Linux\Unix (adm) | ®akT pa3memeHuss YYacTHHKOM B 2
T0JIe ISl BBOJIa KOPPEKTHOTO (hiiara

3. Forensics @akT pa3MemeHus: yYaCTHUKOM B 3
TI0JIe ISl BBOJIa KOPPEKTHOTO (prara

4. Web @akT pa3MemieHHs YYaCTHHKOM B 3
TI0JIe JUTS BBOJIa KOPPEKTHOTO (hrara

5. Web @dakT pa3MemeHus: YYaCTHHKOM B 5
ToJie JIJIsl BBOJIa KOPPEKTHOTO (hiara

6. Reverse @akT pa3MemeHus: YYaCTHHKOM B 3
OJIe JIJIsl BBOJIa KOPPEKTHOTO (hiara

7. Reverse @akT pasMelleHUus YYaCTHHKOM B 5
ToJie JU1sl BBOJ]a KOppeKTHoro (para

8. Reverse (pwn) @dakT pa3MelIeHUs YYaCTHHUKOM B 6
ToJie JUTsi BBOJIa KOppeKTHoro (ara

9. C3n Kpurepun oOLEHKM TpUBENEHBI B 2
3aJJaHUN

10. C3U + Anaims Kputepun oueHku npuBEIEHH B 5

Tpaduka 3aJlaHuU

X

35




3aganus

Linux\Unix (misc) - ¢emxa Bo3MoKHOCTEIH

OOBIKHOBEHHBIN THHEHDKEP JIFOTUK HATKHYJICS Ha 0€300MIHO BBHITIISAABIBAIONIYIO U3 OyBAaHUMKOB
¢nemky. "BECIIIATHO" - moayman JIFOTHK, HO 0Ka3aJI0Ch, 9TO 3TO HE IPOCTO (ICHIKA, a IICITIHI
OyJIBDKHUK U(POBHIX TaliH, OCTABJICHHBIN HA MAMSTh HEKHUM 3araJ04HbIM 4apoJieeM, KOTOPBIH
peIInII 3aMyTUTh TaKyIO 3araJIoYHyI0 UTPY Ha BBIY)KHBaHHUE KIIFOYa JOCTYIA, 9TO caM OBl B HEH He
CIPaBUJICS... TYT HE 000OMTHCH O€3 YEKAaHHON MOHETBHI.

[lenb pa®oTHL: MOJy4EeHUE AOCTYNA K (pary

WTor paGoThl: NOJYYUTH JAOCTYII A0 ¢uiara

Kputepuii o1ieHKH: MpeoCTaBIeHUE MPABUILHOTO ¢uiara

PexomMenyemble mpenycTanoBieHHbIe yTUIUThL: bash, python

Linux\Unix (adm) - ssh postexploiatation

Ha oanom u3 Be6 cepepoB Kpenoctu Craporo Mopst 3aMeTHIIN OJ03PUTETbHYIO aKTUBHOCTB -
Tenepb TaM OOUTAIOT YYJOBHINA... BCKOPE YUETKH BCEX, KTO BXOJWJ MO ssh Ha cepBep OKa3alnch
B3JIOMaHBI - 4TO ke mpousonuio? J{ns pemenus 3aganus Haiaute Giaar B CKOMIPOMETHPOBAHHOM
cUCTEME

[{enb pabOTHI: MCCIIEOBAaHKE TaMITa CUCTEMBI
Utor paGoTel: HalTH (uiar B CKOMITPOMETUPOBAHHOMN CUCTEME

Kputepuii onieHKU: IpeI0CTaBIeHIE KOPPEKTHOTO (hiara

PexomentyeMble npeiycraHoBiIeHHbIe yTrauThl: bash, python

Forensics - ransome lab incident

OuepenHoOl 3aKa3... y HAIIero KIMEHTa — KyIla JHIIb AyOJWKAaT 3a4apOBAaHHOW CHCTEMBI ... BCE
CBUTKU 3aTeMHeHbl MarumdeckuMm mudppom... [IOMOI'UTE Mue pacummdpoBaTh TanHCTBEHHBIH

NEepraMeHT C pyHaMH HA Ha pa60qu CTOJIC.
! !eJ'IL [Za6OTI>IZ HCCICAOBAaHUC AaMIla CUCTCMbI

Htor paGoThl: MOTY4UTH JOCTYI 10 ¢uiara (ONpeneNuTh JOTUKY MH(pOoBaIbIIMKa U AU (PPOBATH

Gaiin)

Kputepwuii onieHKH: MMPpEaAOCTaBJICHUEC KOPPEKTHOT'O (bJ'IaFa.




PexomMenyemble mpeaycraHoBIeHHbIC YTHanThL: bash, python

WeDb - Bcé mo madsiony

Otmen pa3pabOTKH HCCIEIOBATENILCKOTO IICHTpa APpETYy3bl MHUIIET pPeaTu3aluilo OaHKOBCKOTO
npoueccuHra Ha Oepecrte. JlaHHOW HMHHOBAIIMOHHOW TEXHOJIOTMH OCTAJOCh JIMIIb IPOWUTH BCE
HEOOXO/MMBIE ayaUTHl 0€30MacHOCTH YTOOBI €€ Hayaja MCIOJIb30BaTh MOJHBIA HoBHrpanckuii
cTapTa.

[{enb pabOTBI: MCCIIEAOBAHKE JIOTUKU paObOTHl Web-TTpHUIIoKeHHs ¥ IOJy4eHUe JOCTyma K ¢uary

Wtor paboThl: NOJYYUTH JAOCTYII A0 ¢uiara

Kputepuii o1ieHKHU: MpeI0CTaBICHHE KOPPEKTHOTO dutara

Pexomentyemble npeycTaHOBICHHBIE YTHIUTEL: Burp Suite, python

Web - no ¢pparmenram

IMTocne Toro, kak I'epanbT w3 PuBum ycremHo moOeans MOHCTPA, MOSIBUIOCH HOBOE HCIIBITAHUE —
B3JIOMAaTh CHCTEMY JIPEBHUX MaroB, IIOCTPOEHHYIO HA CTPYKTYPUPOBAHHOM XPAHUIIUINE JAHHBIX, T/IE
110 HEKOTOPBIM MPE/IOIOKEHUSIM, XPAaHUTCS BaXkHast nH(popmarust o [IpeaHasHaueHuN.

Bamra muccusi 3aKkiro4aeTcsi B TOM, YTOOBI MPOIKCILTYaTHPOBATh MOTCHIMAIBHBIC YSI3BUMOCTH B
00X0/ic OTpaHUYCHHUI BBOJA JAHHBIX, KOTOPBIE MOTYT MO3BOJHUTH U3MEHSTH CTPYKTYPY 3alpPOCOB K
3TOMY XpaHwininy. [IoMHHTE, Y4TO BeIbMaKy IOJIC3HO HE TOJIBKO 3HATh, KAK B3aUMOJICHCTBOBATH C
)KUBBIMH CYIIIECTBAMH, HO W KaK B3JIOMaTh CHCTEMbI O3 HCIIOJIb30BaHHS TPAAUIMOHHON sql-
HUHBEKIHH.

! !eJ'IB |Za6OTBIZ HCCICAOBAHUC JIOTHKN pa6OTBI web-npnnomeHI/m U IMOJIYUYCHUEC NOCTYIIA K Q)nary

Htor paGoThl: NOTYy4UTh AOCTYI A0 ¢uiara

Kputepuii olIeHKH: IpeoCcTaBIeHIEe KOPPEKTHOTO iara

PexoMentyemble mpeycTaHoBIeHHbBIC yTUIUTBL: Burp Suite, python

Reverse - stack here

Z[axce CUJlaMHU CTYACHTOB akKaJIleMHUUu ApTy3a HC OCTAHOBUTH OTOT I/IMl'IOpTOSaMeI_I_[aIOI_HI/Iﬁ BHUXPb
Marvv - 1nepca HaMu oqepez[Hoﬁ TECTOBBIH CTCH/, 3QJIUTHIN CUSHUEM ApPTYMCHTOB. HpOBepI/IM KCE,
HACKOJIBKO 6C3OHaCHO BCC B 3TOT pas...

Benbpmak I'epanbt, ero yuenuna Hupu u cnyrauna Mennudep BHUMATEIbHO H3Y4alOT MaruuecKyro
KOHCTPYKILHMIO. XaOTHYHO MEpPLAOLINe pyHbl HAa KaAMEHHOHM OallHe Cpeu He MPEBEIaloT HUYEro
xopouero. Ho Hammm reposiM He BIIEPBOM CTAJIKMUBATHCSA C HEM3BECTHOCTBHIO U ONIACHOCTBIO.



[Tonxmrouenue kK cepBUCy ocyliecTBisieTcs: yepes netcat: "'nc <I[P> <PORT>" IP agpec u nopt
MOSIBJIIFOTCS MOCJIE MOJHATHE UHCTAHCA 3aJaHusl.

[{enb pabOTHI: MCCIIEOBAHUE JIOTUKU PAOOTHI IPOTPAMMBI

Wtor paGoThl: ONpEAETUTh YI3BUMOCTb B HCXOJHOM KOJI€, O3KCILTyaTUPOBAaTh 3Ty YSI3BUMOCTD,
MOJIyYHTh JTOCTYI K (uiary

KpuTepuii OlleHKH: TIPEOCTABICHIE KOPPEKTHOTO (iara

Pexomeniyembie mpenycranosiaennbie yrunutel: gdb, ghidra, rizin, cutter, python3, pwntools, strace,
ltrace, objdump, readelf

Reverse - crackme

[xonbauma-eeapma w3 Hosurpama, Mapraputa, oOHapyxwia B "Bunorpamgaom Coobmiectse"

CBHUTOK C MPOTrpPaMMOK-3aKJIMHAHMEM Ha 3aXBaT BIACTH. BBIBIINIA Biajesen] CBUTKA MCYE3, TOITOMY
eil mpuaercs pazoOpaThCs B ApeBHEN MporpaMMHON Maruu camoctositenbHo. K cuacTbio, mikosia B
Jlomuu yxe 1aBHO 00y4JaeT TAKUM HaBBIKAM.

[{enb paboTHL: MCCIEA0BaHUE JIOTUKH pabOThI TPOrpaMMBbl

Htor paboThl: OnpeAeTUuTh JJOTUKY pabOThl MPOTrpaMMBbl, MOJTYYUTh TOCTYH K ¢uiary

Kputepuii o11leHKH: Mpe0CTaBICHIUE KOPPEKTHOTO (hiara

Pexomenyembie mpeaycranosiaennbie yruauThel: gdb, ghidra, rizin, cutter, python3, pwntools, strace,
Itrace, objdump, readelf

Reverse (pwn) - ptr

Tanuei kox mig aktuBanuu Beabmaunero 31aka Urau - HOJIb HOJIb HOJIb HOJIb HOJIb HOJIb
HOJIb HOJIb. ITpemnoxennsiii koa nerictBoBai ¢ 1060 mo 1127 rox, B snoxy Benukoro Beapmaxa.
Opnnako I'epanbT 1 Lupu poaunuce eme nosxe, B 1290 roay, U 3TOT KOJI, K COKAJIICHUIO, 1JISI HUX HE
nogxomut. Ilomorure HammMm  bemomy Bonky wu  JlacTouke  pacKpbITh — CEKPETHYIO
MOCJIEIOBATEIbHOCTh M aKTUBUPOBATh 3HAaK Mruu, 4toObl cmacTu MUp, M3yBEUEHHBIH BONHOW C
Hunbsdraapgom.

[TonkmroueHue Kk cepBHCy ocyllecTBisieTcs uepes netcat: "nc <[P> <PORT>" IP agpec u nopt
MOSIBJISIFOTCS TIOCJIE TOJHATHE MHCTAHCA 3a/IaHusl.

QCHL [28.60TBIZ HUCCIICIOBAHUC JIOTHUKHU pa6OTI:>I MporpaMmaI

HTor pabGoThl: ONPESETUTh YA3BUMOCTh B UCXOJAHOM KOJIE, IIOAKCITyaTUPOBATh 3Ty YSA3BUMOCTb,
MOJIyYUTh JAOCTYI K ¢uiary

Kputepuii onieHKu: IpeaOCTABJICHUC KOPPECKTHOTO q)nara




Pexomenryembie npenycranosieHHbie yruuthl: gdb, ghidra, rizin, cutter, python3, pwntools, strace,
Itrace, objdump, readelf

C3MU - just nginx

I'epanbt u3 PuBnu nosyyaer HoBoe 3amanue. CereBoil nemoH NGINX ys3Bum it Cuit 31a, Hy»)KHO
€ro MpoaHATM3UPOBATh U UCIIPABUTH YI3BUMOCTH B KOH(UTe. ITOT 3aKa3 moTpedyer oT Benpmaka
3HaHUH B KOJUHTE. ..TIOMOTUTE [ epanbTy BBIIOJIHUTH MUCCHIO.

[{enb paboTHL: ONpeneseHre U UCTIPaBICHNUE YSI3BUMOCTH B KOH(MUTypalMy nginx

Utor paboTsl:
3arpy3ure B peAocTaBiIeHHbIE PopMbl 2 (aiina:

1. TeKCTOBBIN (ailsl ¢ OMMCaHUEM YSI3BUMOCTH
2. UCIpaBJIEHHBIA KOHPUTYpallMOHHBIN (aiiin

Kpurepuu o1ieHKH:

* KoppekTHo onpezeneHa ys13BUMOCTb - 1 Oamn

* KoppekTHo ucnpaBieH KOHQUrypallMoHHbIHN ¢aiin - 2 6ania

* HE koppekTHO onpeiesieHa ysa3BUMOCTh - MUHYC 1 6art

* OTCyTCTBYET ONMHCAHKE YI3BUMOCTH - MUHYC (.5 Oaya

Anasm3 Tpaduka

Ha CkeluIire mpOM30MIIO YTO-TO CTPALIHOE, OIHAKO BCE UTO OCTanoch MeHHHbp 1 MBILIOBYpY st
MPOBEJIEHUS] DSKCIepTu3bl - 3amuch Tpaduka. [lomorure wyaponeiike W JApyuay MpPOBECTH
paccienoBanue a0kl IPeIOTBPATUTh MOJ00HBIE HHUUACHTH B Oynymem. Jljis 3TOro: onpenenure
IP-anpec atakyromiero, ompenenuTe TUIT aTak, CO3JaiiTe MpaBwiIa iptables mis mpemoTBpalieHus
TAHHOMW aTaku.

Pemenne pazmectute B CETEBOM IMarmke, MpoAyOJMpyHTe Ha paboueM croje Bamieil BUpTyanbHOM
MalIuHbl Y4aCTHUKA.

BAYKHO: [P-agpec arakymoomero - WHAMKATOpP PEIICHWS 3aJlaHus, Pa0oThl YYaCTHUKOB,
HEKOPPEKTHO \ HEe OMPEICTUBIINX €r0 - He MOJUISKAT JalbHenIIe mpoBepke!

Lenpto paboThl sBISETCS LENOYKU MpaBui iptables anms OGIOKUPOBKU aTaku, MPEJICTaBICHHON B
UCCIeyeMOH 3anucu Tpaduka.

IIpu s5ToM TpeboBaHus K npasuiy iptables:

1. B kauecTBe Ha3BaHUs IETIOYKH MPABUI - YKAKUTE MPENOoJIaraeMblil BUI aTaKu

2. YkaxuTe mpeAenbHOe YUCIO MaKeTOB B €IWHUILY BpeMeHH (MakeThl OyAyT MPOXOJIUThH MPABUIIO
TOJIBKO TIOCJIE TIPEBBIIIICHNUS OTPAaHUYCHHsSI) PaBHBIM | B CEKyHY

3. Ykaxxutre MakCUMalbHOE 3HAUYCHHE CUETYHKA MAaKEeTOB, MPU KOTOPOM CpabaThiBaeT OrpaHUYCHUE
paBHbBIM 2

YcnoBue Ha IOOOIHUTEIbHEIE OaJLIbIL:




* ganmmmre shell-ckpunt (.sh) s G1o0kupoBkH aTaku - 2 Gana

Htor paGoThI:
1. Cnannslii B TecToBYIO cucteMy [P-aapec aTakytoiero

2. TexcToBblIil (haiin ¢ HaNMCaHHOW LIETIOYKON MPaBHII
3. shell-ckpunT nmoarpyxatoruii mpaBuia

Kpurepuu onieHku:

» KoppexrHo onpenenen [P-aapec arakyromiero - 1 6ain

» KoppekTHo omnpenesneH Bu aTaku - 1 6amna

* Co3nmano npaBwiio iptables yist OJIOKHMPOBKHM aTaku - 2 6asia

* 3a KaXXJ10€ OTCYTCTBYIOIIIee TpeOoBaHUE - MUHYC 1 Oasut

* BeimonHeHo gor. ycnosue (.sh CKpuUNT moarpyskaromniuii mpasumia) - 2 6amia




