IIpakTnyeckoe 3aganue IJ1s1 PErMOHAJBHOI0 3TANA BCEPOCCUMCKON OJIMMITUA/bI
IIKOJbHUKOB 10 TeXHOJa0ruu 2023 — 2024 y4yeOHbIi 1o
Ipopuiab «UupopmMannoHHass 0e30MACHOCTH»
9 knacc

TeMaTuku 3a1aHui

B Type HeoOXoauMo pemmTh Kak MOKHO OombIie 3aganuii. Habopbl 3a1aHnii OpUEHTUPO BaHbI Ha
KOMIUIEKCHYIO ~ OIIGHKY HAaBBIKOB YYaCTHMKOB 3aKJIIOYHTEIBHOO Typa M  OXBaTHIBAIOT
TePEUNCIICHHBIC HIKE TEMBI:

1. PeBepc (aHayn3 NCXOAHBIX TEKCTOB KOMIIBIOTEPHBIX ITPOrPaMM)

2. Web (mmouck ys3BEMOCTEH wWeb-TIpHI0KEHUH )

3. Forensics (1mouck caenoB HHIUIEHTOB HHPOPMAIIMOHHON 0€301ac HOCTH )

4. Linux\Unix (HaBbIKK aJIMUHUCTPHPOBAHHS OIIEPAI[IOHHBIX CHCTEM )

5. Anamu3 Tpaduxa

6. Cpenctpa 3ammTel nHGopmanmu (C3N).
IIpumeyanus:

Onenka 3amanuii (kpome tematuku C3U) mpow3BOAUTCS aBTOMAaTHYECKH MO (AKTy
pa3MelleHrs YyYaCTHUKOM B I0JIe JJIs BBOJIA KOPPEKTHOro (yiara — CTPOKU OMNPEEICHHOr0 Buja
(mabnon OymeTr O3BYYEH Mepel HAa4aJioM Typa), AOCTYN K KOTOPOMY SIBJISIETCS MHAMKATOPOM
YCIIEIIHOT'O PELIECHUs 3a1aHHUsl.

Onenka 3aganuii mo tematuke C3W mpous3BoAUTCS oOpraHu3aTopaMH Ha OCHOBaHUH
MIPEOCTaBIEHHBIX YUaCTHUKAMHU (paiisioB.

MaxkcumanbHO BO3MOXKHOE YUCIIO OalIOB 3a MpaKkTU4YecKuil Typ — 35 6asos.

NudpacTtpykrypa yuacTHHKA
1. Ha IIK yyacTHHKa oJlMMIIMaAbI JOKEH OTCYTCTBOBATh 1OCTYI B ceTh “VHTEepHeT”.
2. HaIIK yuacTHUKA ycTaHOBJIEH runepsusop VirtualBox?.
3. YuacTHHKY MNpenocTaBisieTcs o0pa3 BHPTYalbHOW MAIIMHBI C HEOOXOAMMBIM MPOTrPAMMHBIM
obecrieueHreM ISl pellieHus 3a1aHuil. BupTyanbHyl0 MallMHy y4acTHUKA TpeOyeTcsl 3alyCTUTh 110
HayaJia MpakTUYECKOro Typa.
4. Ha cepBepe opraHu3aTopoB 3allycKaeTcs BUpTyaidbHas MmammuHa ¢ [lnatdopmoii ¢ 3agaHusMu,
KOTOpasl MCIOJb3yeTCsl JJId pElIeHUs] BCeX 3aJaHuii, KpoMme 3anaHuili nmo pabore ¢ C3U.
Pazeepmuieanue Ilnamgpopmol 0na Kaxcoo2o Kiacca npou3zeo0umcsa HeEnocpeocH 6eHHO20
opzanuzamopamu He pamnee yem 3a 1 0env 00 nposeedenus npakmuyeckozo mypa. BupryanbHas

MarmHa ¢ [Imatdopmoii Takke 1omkHa OBITH JOCTYITHA MO JIOKAJTBHOW CETH C MAIIMH YYaCTHHKOB.

1 https://www.virtualbox.org/wiki/Downloads



https://www.virtualbox.org/wiki/Downloads

5. nis 3arpy3ku ydacTHUKaMu (paiiyioB (CKpUHIIOTOB, CKPUIITOB, KOH(UI'YPallMUOHHBIX (ailyioB U
T.I.), TOATBEPKAAIOIIMX BBINOJHEHHE 3anaHuil TemMatuku C3M, opraHuzaTopbl IpPENOCTaBAT
MEXaHU3M WHAMBHYaJbHOH 3arpy3ku 3TUX (ailjioB (MHIMBHUAYaJbHBIC MANKH C IEPCOHAIBHBIM
JOCTYTIOM ]ISl Ka’KJIOT'0 y4aCTHUKA).

OO01ue TpedGoBaHMs
1. Jlo Hayana NpakTUYECKOro Typa HeoOxomumo obecreunts goctyn c¢ IIK yuactHMKOB K
[Tnatdopme ¢ 3amanusmMu, pa3BepHyToi Ha cepepe. Ha sxpanax IIK ydactHuka mOmKHBI OBITH
BBIBE/ICHBI OKHA PErHCTpalliy Ha MIaTGopme C 3aJaHHUsIMH.
2. Ilocne crapra NpakTUYECKOrO Typa, YYaCTHUK [OJDKEH BBIIOJHUTH 3aJaHUs IOJHOCTBIO
CaMOCTOSITENbHO. 3a/1aHus paciosiokeHbl Ha [lnaTdopme. [IporpaMMHBbIi HHCTpyMeHTapuil 1Jis UX
peleHus JOCTYIEH Ha BUPTyaibHbIX MalMHax Ha [IK ygacTHUKOB.
3. Ilo oxOH4YaHUM pelIeHMs] 3aJaHui y4aCTHUK OJIMMIIMAbl MOXKET MIOKUHYTh ayIUTOPUIO.
4. Haiinennsie ¢uaru (kpome 3amanmii C3U) BBogstcs Ha Ilmatdopme. KonmuecTBO mombITOK

BBOJIa (utara He OrPaHUYEHO. 332 OIMOOYHO BBEICHHBIN (ar 0aibl HE CHUXKAIOTCS.

TecToseii CTFd BCOLL

Challenges

dopeH3uKa

Pucynok 1 — npuMepHbiii BUJ 9kpanHoro uatepdeiica [Inmatdopmsl ¢ 3ananuamu

ITopsinoxk npoBeneHus
JUINTEIbHOCTh MPAKTUYECKOr0 Typa (BBIIOJIHEHUE IPAKTUUYECKUX 3aJaHMil) I yYaCTHUKOB 9
knacca coctasisier: 180 munyt (0e3 yuera nepepsiBoB). B ciyyae oOHapyKeHUs HEMCIPABHOCTH B
00opyioBaHUM, BO3HUKILIEH HE [0 BUHE YYaCTHHUKA, [0 PEIIEHUI0 HAOII0JaTeNs JaHHBIH y4aCTHUK
MOXeT nepecects Ha pesepBHbId [IK. Bpewms, 3arpadyeHHOE Ha BBISBIICHHE M YCTPAaHEHHE TaKOU

HCUCITPABHOCTU, KOMIICHCUPYCTCA.



KapTra oneHKH y4acTHMKA peruoHAJIBLHOro 3Tana — 9 kiace

HIugp yuacmnuxa

Ne Temaruka 3aganus Kpurtepuu oneHku Bcero Bauasl no
3a1aHus 0aJL10B paxry

1. Linux\Unix (misc) | ®akT pa3memieHus Y4YacTHUKOM B 1
noJie JUIs BBOAA KOPPEKTHOTO (hiara

2. Linux\Unix (adm) | ®akt pa3MmelieHuss Y4aCTHHKOM B 2
1oJIe JI BBOJIa KOPPEKTHOTO (hiara

3. Forensics @dakt pasMelIeHUs] YYaCTHHUKOM B 3
noJsie 1 BBOAA KOppeKTHOro (hiara

4. Web @dakT pa3MeUIeHUs] YYaCTHUKOM B 3
oJIe I BBOJIA KOPPEKTHOrO (hiara

5. Web ®dakT pa3MelIeHHs] YYaCTHUKOM B 5
T0JIe JIsI BBOJIA KOPPEKTHOTO (priara

6. Reverse @®akT pa3MelleHUs] YYAaCTHUKOM B 3
10JIe JIUIsl BBOZIA KOPPEeKTHOro (hiiara

7. Reverse @akT pa3MelleHUs] YYACTHUKOM B 5
1oJIe JIsE BBOJIA KOPPEKTHOTO (piara

8. Reverse (pwn) @akT pa3MeIIeHUs YYaCTHHUKOM B 6
1oJie 71 BBOJIA KOPPEKTHOTO (piara

9. C3u Kpurepuun oneHku TNpuBEIeHB B 2
3aJaHIH

10. C3U + Amnamm3 | Kputepun OLEHKM TPUBENECHBI B 5

Tpaduka 3aJJaHUH
x 35




3ananns
Linux\Unix (misc) - ¢uremxa Bo3MOKHOCTEI
OObIKHOBEHHBINH THUHENHKep JIIOTHK HAaTKHYJICS HAa 6€300MAHO BBITJISABIBAIOIIYIO U3 OJyBaHUYUKOB
¢nemky. "BECIINIATHO" - mogymain JIroTHK, HO OKa3a10Ch, 4YTO 3TO HE MPOCTO (IIeIIKa, a IeNIbIi
OyNbDKHMK LM(POBBIX TallH, OCTABJIEHHBIM Ha MaMAThb HEKHM 3arajJlouHbIM 4apojeeM, KOTOphIH
peuni 3aMyTUTh TaKyIO 3araJloYHyI0 UTPY Ha BBIY)KMBAaHUE KJIIOYa JIOCTYIa, 4TO caM Obl B HEl He
CIIPaBUJICS... TYT HE OOOMTUCH O€3 YEKaHHON MOHETHI.

[lenb pabOTHI: MOXy4YEHHUE AOCTYMA K (Iary
Htor paboThl: MOIYIUTh AOCTYI 10 ¢uiara

Kputepuii orieHKu: npeaocTaBieHUe NpaBUIbLHOTrO (hiara

PexoMeHnayemMbie IpeayCTaHOBICHHBIC YTHIUTHL: bash, python

Linux\Unix (adm) - again and again postexploiatation

Ha ognom u3 BeO cepepoB Kasp MopxeHna 3ameTwiM MOIO3pUTEIBHYIO aKTUBHOCTH - YTO-TO
KUBET HA HHUX... U KOKABIH pa3 KaKk aIMUHUCTPATOp yCTpaHSIET CTPAHHOE IMOJKIIOUEHHE CHOBA
MOSIBJISAETCS, TYT 0e3 cepeOpSHHON KOIIKM He oOoWTHCh. [l pelieHus 3ajaHus Haiaute ¢Jjar B
CKOMITPOMETUPOBAHHON CHUCTEME.

[lenb pabOTHI: MCCIIENOBAHUE JaMIIa CUCTEMBI
Htor paboThl: HaiiTH ¢uiar B CKOMIIPOMETUPOBAHHON CUCTEME

Kputepuii orieHKHU: npeaocTaBieHne KOPPEKTHOrO (iiara

PexomMenayemblie peaycraHoBeHHbIe YTUIUTRL: bash, python

Forensics - ransome lab incident

OuepenHoil 3aka3... y HalIero KJIMEHTAa — KyMIla JUIIb TyOJUKaT 3a4apOBAaHHOW CHUCTEMBI ... BCE
CBUTKH 3aTeMHEHbl MarndeckuMm mudppom... [IOMOI'UTE muHe pacmmdpoBaTh TaWHCTBEHHBIN
IepraMeHT ¢ pyHaMu Ha Ha paboueM CTole.

! !CJIB [ZaGOTbIZ HCCICOOBAaHUEC JaMIla CUCTEMbI

HTor paGoThl: MOTYYUTH AOCTYM A0 (prara (onpenenuTh JOruKy Mu(POBAIBIIHKA U Jer poBaTh

(hatin)

Kputepuii orieHKH: MpeaocTaBiIeHne KOPPEKTHOTO ¢uiara.

PexomMeHnayembie IpeayCTaHOBICHHBIC YTUANTHL: bash, python




Web - rpy6asi cuiia cTporoii In3bIOHKINA

Otaen pa3pabOTKHM HMCCIEAOBATEILCKOTO ILEHTpa ApEeTy3bl TOTOBHT pEJIU3 HOBOTO MErackomna,
OJTHAKO peaJIM3aIMi0 XEHJUIMHTa CECCHH JIOBEPUJIM CTaXKEpY...XOpOIIO OBl TMPOBEPUTH €ro
0€30MacHOCTb.

[{enb pa®oOTHI: MCCIIEIOBAHME JIOTHUKH Pa0OThl Web-ITpUIIOKEHUS U MOJIy4YeHue 1ocTyna K ¢iary

HTor paGoThl: MOJyYUTh JOCTYI 10 (para

Kputepuii olieHKH: peaocTaBlIeHUE KOPPEKTHOrO (hiiara

PexomMeHnayembie IpeayCcTaHOBICHHBIC YTHIMTBI: Burp Suite, python

Web - humongous I:keiicon

[Tocne Toro, xkak I'epanbT u3 PuBum ycnemno nmoOeauna MOHCTpA, MOSBUIIOCH HOBOE UCIIBITAH UE —
B3JIOMAaTh CHUCTEMY JPEBHHUX MAaroB, MOCTPOEHHYIO HAa CTPYKTYPHUPOBAHHOM XPAaHMJINIIEC AAHHBIX,
/i€ 10 HEKOTOPBIM MPEANOIIOKEHUSAM, XpaHUTCA BaxkHas nHpopmanus o [IpennasHauennn.

Bama muccust 3akimrodaercss B TOM, YTOOBI MPOIKCILIYaTUPOBATh MOTEHIIUAIBHBIC YSI3BUMOCTU B
00xo/1e orpaHHYEHUI BBOJA JAHHBIX, KOTOPBIE MOTYT MO3BOJIUTh H3MEHAITH CTPYKTYPY 3alPOCOB K
sToMy XpaHununly. IlomMHUTE, 4TO BEAbMaKy MOJIE3HO HE TOJIbKO 3HATh, KAK B3aUMOJECHCTBOBAThH C
KUBBIMH CYIIECTBAMU, HO M KaK B3JIOMaTh CHUCTEMBI 0€3 HWCIOJIb30BAHUS TPaTUIIMOHHON sql-
WHBEKILINH.

[{enb paOOThI: MCCIIETOBAHKE JIOTHKU PaOOTH Web-TTpUIIOKEHUS U MOJTydeHHe 10cTyna K ¢uiary

HTor paboThl: MOIYYUTH JOCTYI A0 (uara

Kputepuii olieHKH: pefocTaBiIeHUE KOPPEKTHOrO (hiiara

PexomMenayembie mpeaycraHoBIeHHbIC YTHIUTBL: Burp Suite, python

Reverse - overflow

Z{axce ChJaMH CTyACHTOB aKaACMHH ApTy3a HC€ OCTAHOBUTH OTOT I/IMHOpTOSaMeH_laI-OH_II/If/'I BHUXPb
Maruu - nepea HaMu oqepenHoﬁ TECTOBBII CTCHA, 3QIUTBIA CUSHUEM ApryMCHTOB. HpOBepI/IM XKeE,
HACKOJIBKO 6630H8.CHO BCC B OTOT pas...

Benpmak I'epanbT, ero yuenuna [upu u cnytHu1a fleHHHd)ep BHHMATEJIbHO U3y4al0T Maru4ecKyro
KOHCTPYKIMIO. XaOTHYHO MEPLAIOIIMe PYHbl HA KAMEHHOW OalllHe Cpely HE MPEIBEIal0T HUYEro
XOpomero. Ho mamum I'eposM HE BHepBOﬁ CTAaJIKUBATHCA C HCU3BCCTHOCTBIO U OIIACHOCTBIO.

[TopxmroueHune k cepBUCy ocylecTBiseTcs yepes netcat: "'nc <[P> <PORT>" IP anpec u nopr
MOSIBJISIFOTCS TOCIIE TOIHSITHE UHCTAHCa 3a/JaHuUs.

[{ennb paOOTHI: MCCIIEIOBAHKE JIOTUKN pabOTHI IPOTrPaMMBbI



Htor paGoThl: ONpeneauTh YI3BUMOCTh B HICXOHOM KOJI€, IO3KCILTyaTUPOBATh 3Ty ySI3BUMOCTD,
MOJYYUTh JOCTYM K (hary

Kputepuit o1ieHKHU: TPEAOCTABICHHE KOPPEKTHOTO (hiiara

Pexomenayembie npeaycraHoBiaeHnbie yruanuthl: gdb, ghidra, rizin, cutter, python3, pwntools,
strace, Itrace, objdump, readelf

Reverse - crackme

HIxonpHuna-seapbma n3 Hosurpama, Maprapurta, obHapyxkuna B "Bunorpagnom Coobuiectse”
CBUTOK C IIPOrpaMMOI-3aKJIMHAHUEM Ha 3aXBaT BjlacTU. bbIBIIMI Bi1ajenel CBUTKA UCUYE3, I0ITOMY
eil mpuaeTcst pazoOpaTbCs B ApeBHEN NMPOrpaMMHON Maruu caMoctosTenbHo. K cyacToio, 1IKosna B
Jloguu yxe JaBHO 00y4aeT TAKUM HaBBIKAM.

[lenb pabOTHL: HCCIEJ0BAaHUE JIOTUKU Pa0OTHI IPOrpaMMbl
Htor paboThl: ONpenenuTh JOITMKY pabOoThl IPOrpaMMBbl, OJIYUYUTh TOCTYH K (iary

KpuTepuii OlleHKHU: MPEI0CTaBICHUE KOPPEKTHOTO (piiara

Pexomennyembie npenycraHoBiaennbie yruauTbl: gdb, ghidra, rizin, cutter, python3, pwntools,
strace, Itrace, objdump, readelf

Reverse (pwn) - encoding

Takuelii xon mIst akTuBaimu Benbmaunero 3maka Mrum - HOJIb HOJIb HOJIb HOJIb HOJIb
HOJIb HOJIb HOJIb. Ilpennoxennslii kox nericrsoBan ¢ 1060 mo 1127 ron, B anoxy Benukoro
Benpmaka. Opnako I'epanbtr m Uupu pomgmnmuch eme mosxke, B 1290 romy, m 3TOT Koa, K
COXaJleHU!o, Uil HUX He nopaxomut. Ilomorure mammm benmomy Bonky um JlacTouke packpbsITh
CEKPETHYIO I1OCJIEeI0BAaTEIbHOCTh U aKTUBUPOBATh 3HaK VMrHu, 4yTOOBI cacT MU, U3YBEUYEHHBIN
BoitHOM ¢ Hunbdraapmom.

[ToxgximroueHue K cepBUcCy ocylecTBisieTcs yepe3 netcat: "nc <IP><PORT>" IP aapec u mopt
MOSBIIAIOTCA MOCIE MOJHSATHE NHCTaHCA 3aJaHusl.

[leap pabOTHI: HCCIIEOBAHNE JIOTUKU PA0OThI TPOrpaMMbl

Uror paboThl: ONpenenuTh ysI3BUMOCTb B HICXOAHOM KOJI€, TOAKCILTyaTUPOBATh 3Ty YA3BUMOCTD,
MONYYUTh IOCTYI K (prary

Kputepuii orieHKU: mpeaocTaBiIeHne KOPPEeKTHOro dara

Pexomennyembie npenycraHosiaennbie yruuthl: gdb, ghidra, rizin, cutter, python3, pwntools,
strace, Itrace, objdump, readelf



C3MH - just nginx

I'epansT 13 PuBnu nosrydaer HoBoe 3ananue. CereBor neMoH NGINX ys3Bum miist Cuit 311a, Hy’)KHO
€ro NpoaHaJIu3upoBaTh U UCIIPABUThH YS3BUMOCTH B KOH(ure. ITOT 3aKa3 noTpedyeT oT Beapmaka
3HaHMUN B KOJMHTE...IOMOruTe ['epanbTy BBIMOIHUTD MUCCHUIO.

[{enb pa®oThI: OMpeaeseHre U UCIIpaBIeHNE YA3BUMOCTH B KOHQUIypalluu nginx
Htor paGoThl: 3arpy3uTe B IpeaocTaBieHHbIE (hopMBbl 2 daiina:
1. TEKCTOBBII (aiis1 ¢ onKMCcaHUEM YSA3BUMOCTH

2. ucTipaBJIEHHBIN KOH(UTYpalMOHHBIN (haiin

Kpurepuun oreHku:

* KoppekTHo ompeneneHa ysa3BUMOCTh - 1 6amn

* KoppekTHo HciipaBieH KOHQUIypalluOHHbIN aiin - 2 Gamia
* HE xoppekTHO onpenesneHa ya3BUMOCTb - MUHYC 1 Gaiin

* OTCcyTCTBYET ONMCaHUE YSI3BUMOCTH - MuHYyc 0.5 Oasa

Ananu3 Tpadpuka

Ha Ckesummre mpoM3oILIo 4TO-TO CTPALIHOE, OJHAKO BCE YTO OCTAIOCh MeHHudsp u MbImoBypy
JUISL TIPOBEACHUS DKCIEPTU3bl - 3amuch Tpaduka. [lomorure daponelke W APyHAYy IMPOBECTH
paccrienoBanue Aa0bl IPEJOTBPATUTH MOJOOHBIE HHIIUACHTHI B OyaymieM. J{s aToro: onpenenure
IP-anpec arakyromero, onpeaeanTe THIT aTakKW, CO3JIaliTe mpaBmia iptables 1 nmpeaoTBpameHus
JTaHHOU aTaKH.

Pemenne pasMmectute B ceTeBOW Mmamke, npoayOaupyiiTe Ha paboueM ctone Bamiell BupTyanbHOU
MalllHb] YYaCTHUKA.

BAJKHO: |IP-agpec araxkyroomero - HWHIWKATODP pEHIEHWsT 3afaHusi, pPadOoThl  YYACTHHKOB,

HCKOPPEKTHO \ ne onpcACIMBIINX €TI0 - HC ITOJICKAT ,uaaneﬁmeﬁ HDOBCDKG!

Henpro paboThl sBIsIETCS LEMOYKH MpaBwil iptables ajast GIIOKMPOBKH aTakH, MPEICTABICHHON B
UCCIIeyeMOi 3amucH Tpaduka.

[Tpu 3TOM TpeboBaHus K mpaBuily iptables:

1. B xauecTBe Ha3BaHMSI IIETIOYKH MTPABIII - YKAKUTE MPEAoIaraeMblii BUI aTaku

2. YKaxuTe MpeenbHoe YHCIIO TAaKEeTOB B €UHUILY BpeMeHH (IaKeThl OYAYyT MPOXOJUTH MIPABUIIO
TOJIbKO TIOCTIE TTPEBBILICHHS OTPAHIYEHUS) PaBHBIM | B CEKYHIY

3. YkaxnuTe MaKCUMMalbHOE 3HAUYCHUE CUETUYHKA TAKETOB, MPH KOTOPOM CpabaThIBaeT OTpaHUUYCHHE
paBHBIM 3

YciaoBue Ha JAOINOJHHUTCIIbHBIC 0aJIIbL:

* ganmmmte shell-ckpunt (.sh) ns 6okupoBKYM aTaku - 2 Gana



Htor paboThl:

1. Cnannsblii B TecToBy10 cucrteMy IP-anpec arakyromiero
2. TexcToBbIi (haiil ¢ HAaMMCaHHOM LEMOYKOM MpaBuil

3. shell-ckpunT moarpyxarommii mpaBuia

Kpurtepun onenku:

* KoppexTtHo onpenenen [P-anpec atakyromiero - 1 6amn

» KoppekTHo ompenenen Buj ataku - 1 6amna

+ Coznano npaBuiio iptables st 6JIOKMPOBKY aTaku - 2 Oajuia

* 3a Ka)XJ0€ OTCYTCTBYIOLIEE TpeOoBaHue - MUHYC 1 Gam

* BeimmosnHeHo goi. ycnosue (.sh CKpUNT NoArpy karouyii mpaBuila) - 2 6ama



